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Abstract—The key issue to improve the performance for secure
large-scale Storage Area Network (SAN) applications lies in
the speed of its encryption/decryption module. Software-based
encryption/decryption cannot meet throughput requirements. To
solve this problem, we propose a FPGA-based XTS-AES encryp-
tion/decryption to suit the needs for secure SAN applications
with high throughput requirements. Besides throughput, area
optimization is also considered in this proposed design. First, we
reuse the same AES encryption to produce the tweak value and
unify the operations of AES encryption/decryption in XTS-AES
encryption/decryption. Second, we transfer the computations of
AES encryption/decryption from GF (28) to GF (24)2, which
enables us move the map and the inverse map functions outside
the AES round. Third, we propose to support the SubBytes
and the inverse SubBytes by the same hardware component.
Finally, pipelined registers have been inserted into the proposed
unrolled architecture for XTS-AES encryption/decryption. The
experiments show that the proposed design achieves 36.2 Gbits/s
throughput using 6784 slices on XC6VLX240T FPGA.

I. INTRODUCTION

Secure Storage Area Network approaches not only provide
high performance, flexible, open standards based storage in-
frastructure but also secure solutions for protecting personal
sensitive data. Therefore, “data-at-rest” in SAN needs to be
protected in order to reduce the risk of information leakage.
The simplest way to deal with such a situation is to encrypt
the personal data before it is stored in a data center and to
decrypt the encrypted personal data before it is requested by
the users. The challenge is to develop a high throughput data
encryption/decryption implementation to meet the throughput
requirements. For example, in a real secure SAN platform,
32Gbits/s throughput is required as the connected PCIe inter-
faces run at 250 MHz (ML605 board supports the 8 × Gen1.1
PCIe interface).

Data transformations in a SAN system usually need real-
time high throughput processing regardless of area overheads.
P1619 [1] is a standard for cryptographic protection of data
on block-oriented storage devices. It deals with a special
case of protecting “data-at-rest” when storage media is sector-
addressable. A tweakable encryption mode, called XTS-AES,
has been standardized in [1], in which the tweak value is com-
puted through the combination of the sector address and index
of the block within a sector. XTS-AES includes the encryption
and decryption of the data on the block-oriented storage.
Hatzidimitriou presented a survey on the implementations of

XTS-AES [2]. They also proposed to improve the throughput
of XTS-AES. However, the maximum throughput of their
implementation on Virtex-5 FPGA is only 6.4 Gbits/s, which
is too slow for high throughput secure SAN applications.
Furthermore, when they ported their designs to ASIC platform
(0.13 µm CMOS technology), 38.077 Gbits/s is achieved.
However, this is only targeted at ASIC implementation.

The main issue to achieving a faster XTS-AES is to im-
prove the performance of the AES encryption/decryption part.
There have been some existing works on AES encryption and
decryption [3]. Rouvroy et al. [3] proposed a compact AES
encryption and decryption design with 208 Mbps throughput,
which fits the small FPGA. Gaj and Chodowiec [5] proposed
a pipelined structure for the AES on Virtex XCV-1000 FPGA
and achieved 12 Gbits/s. Standaert et al. [6] presented the
design trade-off for the further optimization of the AES imple-
mentation on FPGA platforms. Unrolling, tiling, and pipelin-
ing structures for the AES were discussed in [7]. McLoone
and McCanny’s method achieved a throughput of 12Gbits/s
using Look Up Table (LUT) based SubBytes [8]. Another
approach [9] aimed at on-the-fly generation of SubBytes was
first proposed by Rijmen, one of the creators of the AES.
Hodjat and Verbauwhede presented a fully pipelined SubBytes
architecture achieving a throughput of 21.54 Gbits/s [10].

In order to suit the throughput requirement of a secure SAN
application, we propose an efficient high throughput XTS-AES
encryption/decryption based on FPGA with the goal of area
optimization. We unify the main computational part of XTS-
AES, AES encryption and decryption, and reuse the AES
encryption to produce the tweak value. In order to shorten
the critical path and optimize the area resource, we transfer
the main computations of AES encryption/decryption from
GF (28) to GF (24)2. We also propose to support the SubBytes
and the inverse SubBytes by the same hardware component.
In order to meet throughput requirement, we insert proper
pipelined registers into the proposed design. The experimental
results show that our proposed design achieved 36.2 Gbits/s
using 6784 slices on XC6VLX240T FPGA.

The rest of this paper is organized as follows: Section II
gives the introduction of XTS-AES encryption and decryption.
Section III proposes the high throughput unified XTS-AES
encryption and decryption, and presents the detailed design
methodologies about the SubByte and the inverse SubBytes
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and the MixColumns and the inverse MixColumns, and further
optimizes the proposed design by inserting pipelined registers.
Section IV shows the experimental results. Section V draws
the conclusion.

II. BACKGROUND OF XTS-AES ALGORITHM IN SANS

The architecture of the proposed secure SAN system had
been discussed in our previous work [11]. in In order to
meet security requirements specified by FIPS-140 [12], we
use block data encryption/decryption standard, XTS-AES, to
perform data encryption/decryption in SEE through PCIe inter-
face. The detailed definition of XTS-AES can be found in [1].
This standard specifically deals with encrypting/decrypting the
data stream, which is divided into consecutive equal-size data
unit. This data stream must be encrypted and stored on the
storage device. Algorithm 1 shows the procedure of XTS-AES
encryption and its corresponding diagram is shown in Fig. 1.
XTS-AES decryption differs from XTS-AES encryption at
the second computational part, in which AES decryption
substitutes AES encryption.

Algorithm 1 XTS AES Encryption Procedure
Input: Key=Key1 | Key2,

(Key is the 256 or 512 bit XTS-AES key),
Plaintext (a block of 128bit),
i (the value of the 128-bit tweak),
j (the sequential number of the 128-bit block inside the
data unit)

Output: Ciphertext (the block of 128 bits of ciphertext re-
sulting from the operation)

1: T ← AES − Enc(Key2, i)⊗ αj

2: PP ← Paintext⊕ T
3: CC ← AES − Enc(Key1, PP )
4: Ciphertext← CC ⊕ T

AES-Enc

i

(Tweak)

Key2

Key1

Plaintext

Ciphertext

j

α

PP

CC

T

AES-Enc

Fig. 1. XTS-AES encryption procedure

III. PROPOSED HIGH THROUGHPUT XTS-AES ON FPGA

In this section, we will present the proposed architecture for
XTS-AES encryption and decryption. Then, we focus on the

key part of this architecture, AES encryption and decryption,
in which we extend the AES encryption to support the AES
decryption. This is realized by a unified S-box to support
the SubBytes and the inverse SubBytes. Finally, In order to
improve the throughput, proper number of pipelined stages has
been inserted to the proposed design.

In a secure SAN system, it needs up to 32 Gbits/s through-
put, which is limited by the PCIe interface (runs at 250
MHz). This requirement is quite high, that the current existing
XTS-AES design cannot meet this demand. On the other
hand, in order to support additional secure features, such as
key generation and hashing function, we must reserve the
enough area resources for future extension. Therefore, area
optimization for the proposed XTS-AES design is another
challenging.

There already existed works about the unified AES encryp-
tion and decryption as discussed above. The most efficient one
is proposed by Mathew et al. [13]. But, their design focused
on ASIC platform which cannot directly be ported to FPGA
platform. Furthermore, the architecture in their work was not
the fully pipelined structure. In order to reduce the occupied
area, we extend the AES encryption to support AES decryption
by extending the SubBytes to support the inverse SubBytes
and extending the MixColumns to support the inverse Mix-
Columns. As shown in our previous work [14] [15] [16], We
also transform the SubBytes computations from GF (28) to
GF (24)2. This enables us to move the map and the inverse
map function outside the AES round, which shortens the orig-
inal critical path by around 20%. Most computations of AES
encryption/decryption are carried on GF (24)2. The left side
of Fig. 2 shows the normal AES encryption and decryption, in
which most operations are computed over GF (28). The right
side of Fig. 2 shows the proposed AES encryption/decryption,
which moves the map and the inverse map functions outside
AES round. The most computations of the proposed design
are calculated over GF (24)2. It is obvious that the main
computation flow of AES encryption and AES decryption is
similar, which motivates us to unify the SubBytes and the
inverse SubBytes operations.

The adjustment of the SubBytes and the inverse SubBytes
depends on the selected map function. This function can
map a data over GF (28) to another data over GF (24)2.
Its inverse function can map a data over GF (24)2 to an-
other data over GF (28). The original polynomial to per-
form the modular inverse of the SubBytes over GF (28)
is z8 + z4 + z3 + z + 1. The composite field arithmetic
over GF (22×4) can be transferred to the arithmetic over the
combination of the appropriate ground field GF (24)2 and
the composite field GF (24). They can be represented as
x4 + a3x

3 + a2x
2 + a1x + a0(a3, a2, a1, a0 ∈ {0, 1}) and

y2 + αy + β(α, β ∈ {GF (24)}), respectively. In this paper,
ground field x4 + x + 1 and composite field y2 + y + e are
selected.

Usually, throughput can be significantly improved by in-
serting pipeline registers. For each AES encryption and de-
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Fig. 2. Transformation of AES Encryption/Decryption over GF (28) to GF (24)2

cryptions round, we insert 4-stage pipelines to enhance the
throughput. We insert 1 stage pipeline to each round of the
AES encryption/decryption, called Pipe o, as shown in Fig. 2.
We insert three stage pipelines to the SubBytes and the inverse
BubBytes. Note that, the maximum pipelined stages of our
proposed design are 4. In order to be compatible with the en-
cryption/decryption procedure, we also insert 4-stage pipelines
to the key expansion in order not to affect the critical path of
the main computation. Compared with the existing designs
over GF (28). Our proposed design shortens the critical path
and reduces the number of the required pipeline stages, which
outcomes a shorter latency. Throughput will be improved with
the inserted pipelined registers, which enables us to meet the
throughput requirement.

IV. EXPERIMENTAL RESULTS

In this section, we have implemented the proposed design
with a hardware description language (VHDL), synthesized
our design using Xilinx ISE 13.3 and ported the design
to Virtex-6 FPGA ML605 platform [18]. In the evaluation
platform, we need make sure that the performance of our
design is compliable with PCIe interface, which runs at 250
MHz (ML605 board supports the 8 × Gen1.1 PCIe interface).

Table I shows the comparisons between our proposed design
and the existing designs. It is hard to compare the results
with the existing works as different targeted platforms and
methods. In order to have a fair comparison, we synthesize

our design on the similar platforms used in the existing
works. Hodjat and Ingrid’s work [10] mainly focused on AES
encryption procedure, whose throughput was 21.64 Gbits/s on
XC2VP207 FPGA. However, current Xilinx ISE 13.4 toll does
not support this FPGA. The throughput of the other work on
AES encryption/decryption proposed by Lu et al. [4] was only
0.609 Gbits/s, because the application requirement of their
design was not for high throughput. Recently, Kakarountas
et al. presented a survey of XTS-AES implementation, which
focused on the overall architecture of XTS-AES. Compared
to this work, the throughput of our proposed design is around
3.5 times larger than Kakarountas’s design on Virtex-5 FPGA.
The Mbps/Slice of our proposed design is 13.5 larger than
Kakarountas’s design on Virtex-5 FPGA. When we ported our
proposed design to Virtex-6 FPGA, the frequency is 26.3%
faster than the one on Virtex-5 FPGA, which is 283.2 MHz.
This is 13.3% faster than the required frequency by PCIe
interface (250MHz). The proposed AES encryption/decryption
reduces around 42.9% compared to Hodjat’s design. We
achieve 5.3 Mbps/Slice for the proposed XTS-AES design.

V. CONCLUSIONS

We proposed a FPGA based XTS-AES encryp-
tion/decryption with the aims of high throughput and
smaller area for a secure San application. This enables
us to integrate other cryptographic functions (hash and
key generations etc.) into this design in the future. They
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TABLE I
RESULTS OF THE XTS-AES ENCRYPTION AND DECRYPTION WITH THE EXISTING DESIGNS

Techniques Latency Speed Area Throughput Mbps/Slice Platforms

Cycles (MHz) (Slices/LUTs) (Gbits/s)

Hodjat [10] AES encyrption 77 169.1* 9446/- 21.64 2.3 XC2VP207

Lu [4] AES encyrption/decryption 21 100.0 31957 gates 0.609 - TSMC 0.25 µm

Kakarountas [2] XTS-AES encryptiondecryption - 209.0 1729/- 6.4 3.7* Virtex-5

(dual core 32*128bit)

- 1661.0 90k gates 37.73 - 0.13 µ CMOS

Our Work AES encryption/decyrption alone 44 224.3 6129/18542 28.7 4.9 XC5VLX330T

44 283.2 6129/18483 36.2 5.9 XC6VLX240T

XTS-AES encryption/decryption 55+11 224.3 6784/20006 28.7 4.2 XC5VLX330T

(one core 32*128bit)

55+11 283.2 6784/19874 36.2 5.3 XC6VLX240T

*: The authors calculate based on the original paper; -: not supported

are accessible by a software program on a PC through a
PCIe interface (250 MHz), which is attached in a ML605
evaluation board. We use three methods to speed up the
proposed design. First, we transfer the computations of AES
encryption/decryption from GF (28) to GF (24)2 and move
the map and the inverse map functions outside the AES
round. All the computations are calculated over GF (24)2.
Second, we unify the SubBytes and the inverse SubBytes
operations. Finally, we inserted 5 pipelined stages into
the proposed design, which includes one stage for tweak
function and four stages for AES encryption/decryption. The
experimental results show that the throughput of our design is
around 3.5 faster compared to the existing design on Virtex-5
FPGA. When ported to Virtex-6 FPGA, the throughput of our
proposed design is 36.2Gbits/s which is 13.1% larger than
the required throughput by PCIe interface (32Gbits/s).
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