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Abstract— In this paper, text to image encoding as a means to 

enhance a network’s security using MATLAB tool is discussed. As 

the network grows bigger and bigger security is the key issue 

coming in to the picture. Current encoding techniques require lots 

of complicated algorithms a long with dedicated hardware as well 

as software support. With the help of this approach a ciphered 

image is created with comparatively less hardware and software 

support. Images are generally supported as well as compatible to 

any network. With help of image creating tool a text is converted its 

number equivalent value then that number represents the greyscale 

value of one pixel in the image. The overall paper emphasizes on a 

compressed way of data communication without compromising on 

security of the information in the network. 
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I. INTRODUCTION 

 
There is a huge demand for security of a piece of 

information, in present day situation, across all transmitting 
media. The information can be of various forms like audio, 
video, image, text, etc. The most widely used form of data 
communication is text. Some kinds of text are non-compatible 
with either devices or networks. To make the text secure, the 
technique called cryptography [1] is usually utilized. 
 

Audio and video are the other forms of information sharing. 

But, both of these forms require more storage, more bandwidth to 

transmit and dedicated applications for their processing. 
 

An image is a two dimensional function, f(x, y) where x 
and y are the spatial coordinates and amplitude at any pair of 
coordinates (x, y) is called as gray level or intensity [2]. On 
comparison with audio and video forms, image has some 
advantages like less storage, less bandwidth for transmission 
and compatible across devices and networks. Adding to that 
image processing is done for various applications in different 
platforms [3]. 
 

Steganography [1] is a process of hiding a piece of 
information for transmission which is a part of cryptography , 
where images can be used [4] [5]. The information needs to be 
made secure using complex algorithms [6] which in turn takes 
more time to encode and also needs a dedicated hardwares and 
softwares. 
 

So, steganography is the best approach to make a normal 
piece of information more secure [7]. But, presently, encoding 
by steganography involves masking [8] of information by an 

 
image. Instead, here an image is created according to the text 
[9] , where one pixel represents one character of the 
information. By implementing this technique, even text files 
with large size can also be compressed and encoded. 
 

For creating and processing this image, Matrix Laboratory 

(MATLAB
©

 ) [10] tool is used. MATLAB
©

 is widely used tool 

for processing, plotting and analyzing signals, which provides a 
platform for virtual simulation, for every engineering domain. It 
is also used in hiding information applications[11]. 

 
II. METHODLOGY 

 
The main concern of this project is to make text 

transmission secure. It is achieved using the concepts of 

digital image processing over the MATLAB
©

 platform. Text 
transmission is done by converting text to an image [9]. Since, 
transmission of an image over any channel is feasible and 
consumes less data as compared to direct text transmission, 
this approach is used. 
 

MATLAB
©

 has various inbuilt functions and tool boxes 
(image processing tool box in particular), to support and read 
any kind of text formats (file). Also, it can take instantaneous 
text input from the user and convert it into an equivalent 
image[10]. 
 

Merging [12] is also done by ex-or [13] or ex-nor 

operations on that equivalent image. MATLAB
©

 makes this 
easier because it can be achieved by writing single line of code 
for multiple operations. This is advantageous as the 
computation time decreases as compared to other possible 
platforms. Using image processing tool box, one can perform 
all kinds of image processing techniques and transformations 
can be developed by the user. 
 

Images can be either coloured or gray, but, colour image 
processing requires vector approach [2] and the size of the 
image may also increase. Here, the various formats of image 
used are .jpg, .tif, .png, .gif, and .bmp. 
 

A character in a piece of text is converted to an equivalent 
number (which represents the intensity value of the pixel), 
which is obtained using either American Standard Code for 
Information Interchange (ASCII) or Unicode [14]. Here, 
ASCII is chosen over Unicode for its simplicity. Data 
compression is automatically achieved by implementing this 
algorithm for text transmission. 



 

III. ALGORITHM 
 
A.  Encryption 
 

Fig. 1. depicts the flow of text to image encoding and its 
process flow. The encryption algorithm undergoes the 
following procedure: 
 

File or dynamic text 

 

 
Plain text 

 

 
ASCII 
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Offset   ? 
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User defined value Image 
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Fig. 1. Diagram of Text to Image Encoding. 

 
1) Feeding the Text  
The input text is fed either by typing it when the program 

is running or by giving it in a file. The text that has to be 
transmitted should preferably be a confidential data, that 
demands high security, without being prone to any attacks 
during transmission. 
 

The input can be of any standard format. But, this file 
should not be previously encoded by Unicode or Unicode 
Transformation Format (UTF) [14], preferably it should be 
American National Standards Institute (ANSI) [15] encoded. 
The input text file may contain characters of any font style or 
font size. Hyperlinked special effect characters are 
automatically converted to normal plain text in this algorithm. 

If the text is dynamically given in MATLAB
©

 command 
window, it should be inside single quotes. Here, tab and 
newline characters cannot be introduced in the text. All the 

outputs are bound to MATLAB
©

 standards [10]. 
 

2) Conversion to ASCII  
In this stage, conversion of the text obtained in the first 

stage to ASCII code [9], which represents the number 
equivalent of that text is done. The ASCII values are assigned 
sequentially. The text which has the assigned numbers (where, 
the assigned numbers indicate the gray value) contribute to the 
image that is created in the next stage. Ninety four different 
characters can be input using the keyboard, whose ASCII 
value ranges from 32 to 126 [14] . 
 

The main reason for choosing ASCII is that it is defined 
for all the characters that are generally used , and also that it 
represents eight bit data so that, eight bit depth gray image can 
be easily created. 

 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 2. ASCII values from 32 to 126. 

 
3) Creation of an Equivalent Image  
It is the most important part of the process. Here, gray 

scale image is created using the ASCII values previously 
computed. If the given text is small, then it is possible to 
create an image that resembles a bar code. The width of the 
image is the length of the text and its height left to the user, 
which resembles the initial row values. 
 

Considering a file which contains many lines, image 
doesn‟t resemble a bar code but, it appears grainy. Either 
height or width of the image can be set by the user. If height is 
fixed the characters (ASCII values) are filled column wise. On 
the other hand if the width is fixed the characters are filled 
row wise. The process of filling continuous until the last 
character is obtained. If a matrix of proper dimension is not 
obtained (if a row or column is incompletely filled), then, it is 
completed by filling out the remaining pixels as black. The 
resultant image provides tier one security. 
 

Fig 3. Shows a form of text encrypted as an image. If a 
third person gets this image while transmission, using 
histogram analysis of the image and the knowledge of ASCII 
values, it might be possible to retrieve the text back. 
 
 
 
 
 
 
 
 

 
(a) (b) 

 
Fig. 3. (a) Simple bar code resembling image for 91 character text. (b) Tier 1 

encoded image for 25kB text file. 

 
To avoid any unauthorized decryption, offsetting the 

equivalent image is done. Offsetting is the process of scaling 
up or down the pixel values based on conditions. Different 
conditions can be given to different pixel value ranges without 
any overlapping, which results in a fairly separated histogram 
(similar to histogram equalization), making it difficult to 
decrypt.. 



 

 
 
 
 
 
 
 
 

 
(a) (b) 

 
Fig. 4. Offset value of 120 added up to the image for (a) simple bar code 

resembling image (b) file encoded image 

 
By offsetting the image, a second tier of security is 

provided to the text. Merging the entire image gives it a third 
level of security. 
 

4) Merging of Images  
This is the final step of encryption of text. Here, the 

obtained image is merged with the reference image. Bitwise 
Ex-OR or Ex-NOR operation is performed on individual pixel 
values [13]. Bitwise logical operation is preferred in this 
context since, it avoids complications and the probability of 
error is minimal. The reason for choosing Ex-OR or Ex-NOR 
operation over other logical operations is that it is reversible 
(decryption is possible with the same operation). In case of 
logical NOT operation, it uses a single image and it is easy to 
decrypt by unauthorized person. 
 

The condition to be satisfied to perform the above 
mentioned operation is that, the size of the two images must 
be the same. The advantage of this technique is that any 
number of such images can be merged. If many images are 
merged, more secure will be the message. Also, bit depth [2] 
of the image does not vary upon merging, which does not pose 
further complications. It would be more suitable if the images 
are of the same format. 
 

The final ciphered [8] image forms the third tier security, 
which is used for transmission of the message over any 
medium (device or protocol). Even, an entire file can be 
encoded using the above mentioned algorithm as shown in 
Fig. 5. 
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Fig. 5. Resultant image after merging (a) Barcode resembling image and (b) 

entire file of 54kB memory encoded image with 4kB chess board image. 

 

B.  Decryption 
 

On the receiver‟s end, decryption of the encoded image to the 

required message text is performed. At first, the receiver should 

know whether the received image is merged or not. If the image is 

already merged by the sender, then, the receiver can de-merge the 

image using the same logical operations, with 

the knowledge of the referral images used for encoding the 
text by the sender. 
 

Then, the obtained demerged image should be checked for 
offsetting. If so, by using a suitable operation (either by 
subtraction or by addition of the offset value for the suitable 
range), offset is nullified. Further, the obtained image is 
checked for its features and a decision is taken, verifying 
whether it is a file image or a barcode type image. 
 

In case of a file image, the individual pixel values are 
reverted back to their character forms. It can be either 

displayed on the command window of MATLAB
©

 or can 
written back to a file. If it is a barcode type image, through 
iterations, each row pixel values are reverted until a 
meaningful message is obtained. This is how, deciphering of 
the ciphered image to text takes place. 
 

In summary, using the MATLAB
©

 function „double()‟ [10], 

conversion of text characters to their respective ASCII values is 
achieved. Similarly, using the function „char()‟ [10], ASCII value 
to their corresponding character conversion is done. 
 

The simplicity of this algorithm can be expressed by the 
following expressions: 
 

1) Merging:  
Let „A‟ represent the ASCII equivalent matrix of the 

message text. „B‟ be the pixel matrix [2] of the referral image 
to be merged. If „X‟ is the output merged pixel matrix,  being 
Ex-OR operation and  be the Ex-NOR operation, then: 
 

         A  B = X else A  B = X.           (1) 
 

2) De-merging:  
The final matrix „A‟ is obtained as follows: 

 
X    B = (A     B)     B = A. (2) 

 

IV. RESULT ANALYSIS 
 

This algorithm was tested for various cases of input, like a 
single line text and a text file. Many parameters (like 
histograms [2], compression ratios, and image sizes) were 
analyzed and tabulated for various image formats. 
 

Any image is analyzed by its histogram. Fig. 6. shows the 
histogram plot of a text equivalent image without merging and 
offsetting. It clearly depicts that the pixel values [2] range 
from 32 to 126 which corresponds to the ASCII values of the 
commonly used characters.: 
 

Fig. 7. Represents the merged image of the text file. It can 
be compared to histogram equalization technique. This is the 
true cipher image that can be used to transmit confidential 
messages or secure text file with less chance of being 
tampered by a third unknown party [1]. 
 

The number of pixels corresponding to an intensity value 
in the histogram for a simple barcode type image is given by 
the following equation (3). 
 

 (Frequency of a  (Height  
Number of pixels = character * of (3) 
 appearing)  image)  



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 6. Histogram of text file equivalent image. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig. 7. Histogram plot of text file equivalent image after 

merging 

 
 

TABLE I. STORAGE SIZE OFDIFFERENT IMAGE FOR DIFFERENT NUMBER 

OF CHARACTERS BEFORE MERGING. 
 

Number  Image size (in Bytes)  
of      

dynamic 

.bmp .gif .jpg .png .tif characters 
      

20 1,478 937 412 114 618 
      

50 3,678 1,366 869 163 2,748 
      

100 9,450 2,274 2,041 243 8,586 
      

 

TABLE II.  STORAGE SIZE OF DIFFERENT IMAGE FORMATS FOR 

  DIFFERENT NUMBER OF CHARACTERS AFTER MERGING.   
                   

Number of 
       Image size (in Bytes)   
                  

dynamic 
                   

                   

characters   
.bmp 

   
.gif 

  .jp

g 
  

.png 
 

.tif             

                     

20    1,478    1,189   617   462 618 

                     

50    3,678    2,203   1,616   960 2,748 

                     

100    9,450    4,026   3,491   1,542 8,586 

                 

TABLE III. STORAGE SIZE OF DIFFERENT IMAGE FORMATS ALONG WITH 

       .RAR BEFORE MERGING.     
                 

        Image size (in Bytes)     
File                    

.rar 
size 

                   

                    

  .bmp   .gif  .jpg  .png  .tif   

                

8,370  6,278  5,068  2,320  4,438  5,502  2,012 

                

24,706  18,678  15,667  6,258  14,425  18,014  6,732 

                

55,038  43,478  35,697  12,941  33,344  42,830  16,632 

                

117,632  57,878  44,112  15,191  42,592  57,306  42,560 

             

TABLE IV. STORAGE SIZE OF DIFFERENT IMAGE FORMATS AFTER 

          MERGING.     
               

          Image size (in Bytes)   

File size 
                   
  

.bmp 

  

.gif 

  

.jpg 

   

.png 

 

.tif           
             

8,370  6,278   6,581   2,879   4,720 5,502 

            

24,706  18,678  18,858   7,315   14,813 18,012 

            

55,038  43,478  41,902   15,059   34,126 42,816 

            

117,632  57,878  52,051   18,117   43,463 57,304 

                     

 

 

 

 

 



 

Compression ratio = 
Uncompressed data size 

(4)  

Compressed data size 
  

  

 

 

 

 

 
 
Fig. 8. Graphical representation of compression ratios of various image 

formats with compressed .rar fie 

 
 
By the above analysis, it is clear that .jpg has much 

lesser storage data and .bmp file size does not change after 
merging. .tif has approximately the same storage size, even 
after merging. It shows that, irrespective of the pixel values 
in these two formats, its size depends only on the maximum 
pixel value and its dimensions. 
 

It is evident from the graph that, the images with .jpg 
extension has higher compression ratio than that of normal  
.rar (zip) file. Thus, along with secure communication [3], 
size compression is also achieved. This feature can be 
advantageous while secure transmission. 

 

V. CONCLUSION 
 
A. This algorithm has some of the following applications: 
 

1) Secure Communication 
 

 Compared to messages that are coded using other 
algorithms, which can be decoded after several try. It 
is not the case in this algorithm as it provides tier 
three security in which many images can be used 
merged, which should also be present at the receiver 
end. 

 
 In comparison with symmetrical cipher model [3], 

here plain text is the input text or text file, offset 
value and the merging image is the secret key. 
Encryption algorithm is encoding of text to image 
and decryption is the reverse procedure of that. 

 
2) Large Text Transfer  
This algorithm also results in compression of data. So 

large text can be safely transmitted along with compression. 
For example, a 22kB file can be compressed to a 6kB .jpg 
file. 
 

3) Storage 
Huge amount of text can be saved in a limited. amount 

of space by storing the text in the form of an image using 
this algorithm. 

 

B. This algorithm can be further improved mainly in the 
following mentioned ways: 

 
 Using colour image processing, more security and 

compression (may be) can be achieved. 
 

 Using larger bit depth or pixel depth, more than one 
characters can be encoded in a pixel. 

 
 Processing speed and computational time can be greatly 

enhanced, if this algorithm is implemented on a suitable 
hardware or software platform. 

 
 Secure communication that is present today, can be 

integrated (like a coded message can be further coded 
using this algorithm) to enhance the security of the 
message even more. 

 
Communication is a very crucial aspect in one‟s life. It is also 

important for the communicated message to be secure. This is an 
attempt to make secure transmission of messages between the 
sender and the receiver digitally. Implementation of this 
algorithm is user friendly, and this form of encoding may open 
up newer horizons of encryption algorithm. Any disadvantages in 
the algorithm will be rectified by proper up gradations. 
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